Essential Elements of Viability 
To ensure that all Continuity of Operations plans have a baseline of preparedness and are capable of execution across the full range of potential emergencies, there are several elements each plan must have. Continuity of Operations Plans should include the following elements: 
• Mission Essential Functions

• Communications

• Delegations of Authority


• Vital Records and Databases
• Orders of Succession


• Personnel Issues and Coordination
• Alternate Facilities


• Test, Training and Exercise
Mission Essential Functions – 
Each department shall identify their mission essential functions as the foundation of the Continuity of 

Operations Plan.   Mission essential functions are those that enable an organization to provide vital services, 
exercise civil authority, maintain safety and well-being of general populace, and sustain industrial and 
economic base in an emergency. Any functions not deemed mission essential should be deferred until 
additional personnel and resources become available. The Continuity of Operations plan should integrate 
support activities to ensure that essential functions can be performed efficiently during emergency relocation. 
The following are steps necessary for the selection of mission essential functions: 
1. Compile all organizational functions. 

2. Determine criteria for selecting critical activities.

3. Identify mission essential functions. 

4. Prioritize those functions. 

5. Roster personnel to complete those functions based on skills and knowledge. 

6. Determine support critical processes and services. 

Delegations of Authority – 
Each department shall identify and maintain delegations of authority to ensure the rapid response to any 

emergency situation requiring Continuity of Operations plan activation. Agencies shall pre-delegate authorities 
for making policy decisions at headquarters and regional levels as applicable. The delegations of authority 
shall: 

1. Identify which authorities can and should be delegated. 

2. Describe the circumstances under which the authorities would be exercised, including when they would become effective and terminate. 

3. Document to whom authorities should be delegated. 

4. Identify limitations of delegations. 

5. Ensure officials are prepared to perform their emergency duties. 

Orders of Succession – 
Each department shall identify orders of succession for the department heads and key leadership. The orders 
of succession are a critical part of the Continuity of Operations plan, and agencies are responsible for 
establishing, disseminating, and maintaining the succession to key leadership positions. The orders should be 
of sufficient depth and geographical dispersion is encouraged. At a minimum the delegations of authority and 
order of  succession should: 
1. Establish an order of succession to the position of Department head and develop rules and procedures to address: 

a. Conditions for succession; 

b. Method of notification; and, 

c. Time, geographical, organizational limitations. 

2. Describe succession order by position or titles rather than by person. 

3. Establish succession for key leadership positions within the organization at both headquarters and in the regions. 

4. Consider assigning successors among the contingency staff to ensure that each team has an equitable share of the duly constituted leadership. 

5. Ensure officials are prepared to perform their emergency duties. 

6. Revise and distribute orders as necessary. 
 Alternate Facilities – 
The Continuity of Operations plan should designate an alternate operating facility. The facility may be 
identified from existing organization infrastructures or external sources. The facility should have sufficient 
space and equipment to be capable of sustaining operations for up to 30 days (with resource acquisition). The 
alternate facility should have reliable logistical support, services, and infrastructure systems (water, electrical 
power, HVAC, etc.). Consideration for the health, safety, and emotional well-being should be used 
when selecting the facility. In addition, the selection process should include deliberations on the appropriate 
physical security and personnel access control measures. Agencies should consider pre-positioning minimum 
essential equipment at the alternate facility. In addition, agencies should coordinate with the alternate facility 
manager to develop Alternate Facility Support Procedures to ensure that the alternate facility is able to accept and 
support operations for up to 30 days. 

 The alternate facility shall be capable of supporting department operations. At a minimum each organization  

 should: 
1. Identify from existing department facilities, if applicable. 

2. Consider cooperative agreements, sharing with other agencies and virtual office technologies. 

3. Ensure sufficient space and equipment to accommodate the relocating personnel. 

4. Provide for reliable logistical support, services, and infrastructure systems. 

5. Ensure the ability to sustain operations for a period of up to 30 days. 

6. Consider pre-positioning assets and resources at facility. 

7. Ensure appropriate physical security and access controls. 
Communications – 
 Each department should take maximum advantage of the advances in technology now available and consider 
 the full spectrum of communications – landline, cellular, satellite, wireless, etc. The communications capability   

 should be commensurate with the organization’s operations and provide for access to other data and systems 
 required to perform the mission essential functions. Redundancy of communications is vital and the capability 
 should be developed to sufficient depth to assure availability. Within the Continuity of Operations plan, 
 communications shall at a minimum: 
1. Identify the data and communications systems to support mission essential functions. 

2. Ensure availability at alternate facility at appropriate level for each of the following: 

• Voice and fax • Data systems 

• Cellular • Secure communication, if necessary 

• Satellite • Internet and email 

• Emergency systems (NAWAS, EAS, etc.), if necessary 

3. Provide for both internal and external communications. 

4. Consider mobile communications capabilities. 
Vital Records and Databases – 
Each department should provide for the protection and availability of electronic and hardcopy (as applicable) 
of documents, references, records, information systems, and databases. The Continuity of Operations plan 
should account for the identification and protection of vital records and databases at both the primary facility 
and alternate facility.  To the extent possible, agencies should provide for: off-site storage of duplicate records, 
off-site back-up or electronic records and databases, and pre-positioning of vital records and databases at the 
alternate facility. A maintenance program to assure the records are current should also be instituted. 
Safekeeping and pre-positioning systems and data is critical to alternate operations, hence each organization 
shall at a minimum: 

1. Identify vital records, systems, and data (hard copy and electronic) critical to performing functions. 

a. Emergency operating records – plans and directives, orders of succession, delegations of authority, staffing assignments. 

b. Legal and financial records – personnel records, Social Security records, payroll records, retirement records, insurance records, contract records. 

2. Plan for protection, duplication, and movement of records. 

3. Preposition resources and systems prior to deployment. 

4. Ensure accuracy and currency of records, update as necessary. 

5. Ensure procedures for documenting operations when the Plan is activated. 

6. Assure department’s Disaster Recovery Plans are capable of supporting Continuity of Operations activities.

Personnel Issues and Coordination – 
 Agencies should plan to provide critical information to both essential and non-essential staff and inform  

 employees how to prepare themselves and their families prior to an emergency. Personnel issues have the 
 potential to negatively impact an organization’s Continuity of Operations performance. A communications 
 plan for essential and  non-essential staff shall in coordination with appropriate entities. Personal preparedness 
 kits and plans are essential for all staff. At a minimum, department Continuity plans shall address the 
 following components: 
1. Prepare communications plan to disseminate information to essential and non-essential personnel. 

2. Address the health, safety, emotional well-being of all employees and their families. 

3. Assure personal preparedness for staff through “personal go-kits.” 

4. Address pay status, administrative leave, and layoffs. 

5. Address medical, special needs, and travel issues. 

Test, Training and Exercise – 
Agencies shall develop a comprehensive Test, Training, and Exercise program to validate policies, plans, and 
procedures, ensure that personnel are sufficiently trained, and verify that resources and equipment are capable 
of supporting operations. Training and orientation curriculum should be instituted to create awareness and 
enhance the skills required to develop, implement, maintain, and execute the plan. It is recommended that 
staff also be trained in the Incident Command System (ICS) to assure familiarity with the conduct of 
emergency operations. Each element of the Continuity of Operations plan should be evaluated through a 
combination of different tests and exercises, and agencies should establish procedures to ensure that the 
information obtained from their program is incorporated into a remedial action process. At a minimum, the 
organization should: 
1. Conduct orientation and training for identified personnel (individual/team). 

2. Periodically test alert and notification procedures. 

3. Plan periodic exercise of operational plans, alternate facilities, and interoperable communications. 

4. Plan joint department exercises. 

5. Periodically validate and test equipment. 

6. Establish remedial action plan/process. 

7. Update plans and procedures as appropriate or annually. 
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